Abstract-The development of mobile devices (CPU, memory, and storage) and the introduction of mobile networks (Ad-Hoc, Wi-Fi, WiMAX, and 3.5G) have opened new opportunities for next generation of mobile services. It becomes more convenience and desirable for mobile internet users to be connected everywhere. However, ubiquitous mobile access connectivity faces interoperation issues between wireless network providers and wireless network technologies. Although mobile users would like to get as many services as possible while they travel, there is a lack of technology to identify visited users in current foreign network authentication systems. This challenge lies in the fact that a foreign network provider does not initially have the authentication credentials of a mobile user. Existing approaches use roaming agreement to exchange authentication information between home network and foreign network. This paper proposes a roaming agreement-less approach designed based on our ubiquitous mobile access model. Our approach consist of two tokens, Passport (identification token) and Visa (authorisation token) to provide the mobile user with a flexible authentication method to access foreign network services. The security analysis indicates that our proposal is more suitable for ubiquitous mobile communication especially in roaming agreement-less environment.
INTRODUCTION
HE development of mobile devices has grown significantly over the last decade from a simple mobile phone to a pocket size-computing device with the capability to access the Internet via various wireless systems such as Wi-Fi and 3.5G networks. The advanced capabilities of mobile devices allow mobile users (MUs) to pay for products, surf the internet, buy and sell stocks, transfer money and manage bank accounts on the move without being restricted to a specific location. This fact keeps attracting many MUs to be connected wirelessly. It is estimated that half the world's population now pays to use mobile devices [1] .
A MU always asks for a higher speed at lower prices, and demands to be "Always Best Connected" [2] . The MU also wants a ubiquitous wireless coverage to network resources from anywhere, anytime. Yet, it is hard to achieve both high data rate and wide coverage at once. For a smaller coverage, it is easier to provide higher data rates. For instance, a 3.5G networks have a wider coverage but slower speeds; while Wi-Fi networks have higher speeds but smaller coverage. A key challenge in such heterogeneous networks is the possibility of roaming to administrative domains with which a MU's home domain does not have a pre-established roaming agreement [3] . Therefore ubiquitous wireless network coverage with high data rates is not feasible with a single technology and a single wireless provider. A heterogeneous wireless network will be composed of wireless networks of multiple technologies operated by multiple network providers.
Most of the current mobile devices are built with multiple wireless interfaces. They have built-in chipsets for IEEE 802.11 based Wireless LAN (WLAN) and interfaces for data connectivity using cellular networks. Nowadays, university campuses and company offices are supported by WLAN allowing their students or employees to have free access to the wireless networks. Hotspot operators offer wireless Internet in public places like cafés, restaurants, hotels and airports. A Wi-Fi community called FON has more than 250,000 hotspots worldwide [4] , operated by individuals sharing their home Wi-Fi connection with other FON community members. An increasing number of wireless technologies and growing number of wireless providers of different sizes have in fact built a heterogeneous wireless network towards a worldwide coverage. Problem Statement. This growing number of wireless technologies and providers, as well as users' increasing need and desire to be connected and reached at all times, call for the development of ubiquitous wireless access. However, authenticating unknown users by foreign network (FN) providers is still a challenge. Fig.1 shows that a MU cannot get network service from FN if there is no roaming agreement with the MU's T ----------------home network (HN) for verification process. Traditionally, for MUs to be able to roam into FNs, the FN and the MU's HN must trust each other and have a roaming agreement established beforehand. However, HN cannot establish service agreement with all FNs. Therefore, MUs will not be able to get the service unless they could identify themselves to the FN. Our Approach and Contributions. This research proposes the Passport-Visa technique based on our ubiquitous mobile access model. The "Passport" is an authentication token that issued by identity provider (IdP: certificate authority or HN) to MU in order to identify and verify MU identity. The Passport in itself does not grant any access, but provides a unique binding between an identifier and the subject. The "Visa" is an authorisation token that granted to a MU via a FN. The Visa token can be used as an access control to ban individual users. The contribution of this proposed approach is that:
• It is wireless technology independence: it is not feasible to achieve ubiquitous mobile access with single wireless technology. Therefore, the authentication solution should enable access to the core network regardless of the wireless technology. The proposed authentication solution is not designed for specific underlying wireless technology. It is aimed to be designed at the network layer of the OSI to avoid the differences in the link and physical layer.
• Support direct negotiation: MUs should be able to choose and select the appropriate network based on direct negotiation of services and authentication. The proposed solution supports direct negotiate with the MU not with the IdP, which will increase the satisfaction of the user. • The proposed technique is lightweight for mobile devices as their side employs only symmetric keys, while the more powerful servers side used asymmetric keys. Organization of this paper. The rest of this paper is structured as follows. This paper will start with an overview of the ubiquitous mobile access model, flexible authentication architecture and the Passport and Visa protocols (Section 2), where Passport acquisition, Visa acquisition, mobile service provision, Passport and Visa revocation are illustrated. We will then demonstrate the security analysis (Section 3), which followed by a review of existing approaches to the problem (Section 4).Finally, our conclusion of this paper will be presented (Section 5).
THE PROPOSED MODEL

Ubiquitous Mobile Access Model
To achieve ubiquitous wireless access, MUs should be able to have a direct negotiation with potential FNs regarding service provision. IdPs are required to verify the MU's identity and credentials. There should be more flexible ways to establish trust without relying on service agreements. Figure 2 below illustrates the proposed model based on direct negotiation and flexible trust. MU is pre-registered with IdP to get identification token. In this model, MUs are able to negotiate directly with potential FN providers to get the authorization token. Also, FN providers are able to communicate directly with potential MUs and make trust decision whether or not to provide network service. For a FN provider to trust MU, IdP is used to verify the claimed identity of the MU. Certificate authority can be employed to establish trust with this IdP. The relationships between engaging parties can be described as follow:
• Trust: there are three type of trust in the proposed model. The first type is "No Trust", this type can exist between MU and potential foreign network provider as a first step of communication. The second type is "Partial Trust", this type exists between FN and IdP. The term partial trust means that there is no roaming agreement between these two entities. The third type is the full trust and this one exists between MU and IdP (after the registration process) and FN (after the authentication process). • Negotiation: a MU negotiates with prospective FN providers' the available services.
• Identification & Verification: Identification is the process of receiving credential from MU, and verification is the process of checking credential with the user's IdP.
• Authorization: after verifying potential customer identity, the FN provider decides whether to provide the service or not, based on its policy on trust decision. The MU may need to reduce the level of service to the appropriate authentication credentials level s/he may be able to provide. After the first successful authentication, MU could access the FN provider resources using the issued authorization token without any further communication with IdP.
Flexible Authentication Architecture
In order to achieve a flexible way to authenticate and trust a MU, a Flexible Authentication Architecture (FAA) is introduced, it is based on three components namely negotiation, trust, and policy managers, as shown in Figure 19 . The following subsections introduce these three components. 
Trust Manager
Trust is an essential component required for cooperation between ubiquitous mobile access entities. Without prior agreements, establishing trust among parties is the driving factor for inter-working. Without trust, there is no assurance that services will be delivered and paid for. Trust Manager will be responsible for making the trust decision in collaboration with Negotiation Manager based on the rules that are controlled by the Policy manager. Existing trust models will be used by Trust Manager in making trust decision. An overview of the trust management, and decision concept is described below. Trust Management: Trust is a relationship between two parties, and trust management can be described from two points of view [5] : Firstly, it enables relying parties to make assessments and decisions regarding the dependability of potential remote parties, which may involve transaction risk. Secondly, it allows parties to increase the level of trust and the reliability of their own, and appropriately represent and communicate them to other players. Trust decision: Trust decision can be defined as the level to which a given party is ready to depend on another party in a given situation with a feeling of security to some extent, although negative consequences are possible [5] . FN providers play as a relying party that depends on IdPs to trust MU. However, FN providers require an approach to trust IdPs in the same way. As the state of trust can change, the relying party uses assessment parameters to make the trust decision. Trust decision can be affected by a number of factors such as reputation, risk, importance, and tolerance level [6] . Other factors can also be considered such as utility (of possible outcomes), environmental factors (law enforcement, contracts, security mechanisms etc.) and risk attitude (risk taking, risk averse, etc.) [5] .
Negotiation Manager
Negotiation is an essential part in doing business as one negotiates in buying and selling. Negotiation is the protocol used by engaging parties to reach an agreement that meet every one's interests, and can be done using a simple request/response protocol. Negotiation is needed when the selling service can vary along several parameters, and when the provider is willing to offer a competitive price. The parties want to agree on a number of values at which an exchange can take place. Negotiation Manager enables engaging parties to negotiate to achieve the following [7] goals:
• Establish Trust: The two parties negotiate and agree on methods for identification and authentication to establish trust. With the mutual trust, FN provider ensures that the service will get paid and MU ensures that the FN provider is a legitimate and trusted provider.
• Agree on Session Profile: The two parties negotiate and agree on per-session features, such as what type of QoS is provided for which services. Agree on pricing and other billing related features.
• Agree on Session Security: The two parties negotiate and agree on mechanisms for protecting their traffic.
Policy Manager
Engaging parties use policies to govern the trust and negotiation. Policy Manager maintains the rules that meet the objective of every party in the negotiation and trust decision factors with the involving risk. At an abstract level, before conducting the negotiation each party prepares and specifies their own sets of policies that meet their own interests. The policies should include at least the following:
• Trust policy: the identification and credentials that can be trusted.
• Identification, authentication, and authorization policies.
• Other policies governing per-session features, such as QoS, security, and billing settings.
Passport and Visa Protocol
This technique can be used when there is no roaming agreement between FN and MU's HN. It consists of two tokens Passport and Visa. The "Passport" is an authentication token that is issued by identity provider (IdP: HN or certificate authority) to MU in order to identify and verify MU identity. The Passport in itself does not grant any access, but provides a unique binding between an identifier and the subject. The "Visa" is an authorisation token that is granted to a MU via a FN. The Visa token can be used as an access control to ban individual users. The following are a set of protocols were developed to achieve the approach objective.
Passport Acquisition
This protocol will describe the MU registration process with HN (Passport issuer); by completing this protocol MU will receive a Passport (identification token). For a MU to get network services from a FN, this MU required to register with the HN to obtain a Passport.
The registration with the HN takes place offline. The registration with the HN occurs once and when completed, the HN issues a smart card (SC) to the MU. Every SC has a unique ID, which is combined with MU's biometric (such as finger print) to generate a symmetric master Key ( ‫ܭ‬ ಾೆషಹಿ denotes the shared key encryption between MU and HN). Key master is manually distributed, shared and stored on both parties' sides (HN and MU's SC) directly after issuing the SC. The HN's generate the MU's ‫ݐݎݏݏܽܲ‬ ಾೆ ಹಿ which is encrypted with the home network's public key (PK ౄొ (X) denotes HN's public key encryption) and stored in the SC. The Passport is given as:
In the Passport, ܵ݅݃ ಹಿ represents the digital signature of the Passport using the HN's private key which can be verified using the public key. Inside the Passport, "݅݀ ெ " is the mobile user's identity and ‫ݏݏܽܲ"‬ ே " is the Passport number. The "expiry" field corresponds to the Passport expiry date. Finally, the field "data" consists of all other relevant information such as type of Passport, type of MU, MU name, MU date of birth, date of issue, place of issue, issuer ID, and issuer name etc.
Visa Acquisition
A MU will receive the required Visa (authorisation token) from the FN after completing the identification and verification process successfully. When the MU has his Passport (authentication token) in hand, the authentication process can be started with the FN in order to obtain the required Visa. The protocol is demonstrated as follows: 
The protocol starts once a MU sends his ‫ݐݎݏݏܽܲ‬ and the service Visa request in (2) . The foreign network ID ݅݀ ிே , MU's random number ‫ݎ‬ ெ , and MU's timestamp are encrypted by the MU and HN session key ‫ܭܵ‬ ெିுே . The generation of MU and HN session key ‫ܭܵ‬ ெିுே is illustrated in (6) , where three factors named: shared master key ‫ܭ‬ ெିுே , MU' id, and HN's id are hashed using one way hash function h(x). By computing this session key ‫ܭܵ‬ ெିுே a mutual authentication will be established between the MU and the HN. The FN's id is encrypted to enable the HN to verify the , ݅݀ ிே with the one in the FN certificate and to make sure that it has not been modified by an attacker. The ‫ݎ‬ ெ used to authenticate the HN, and it is one of the factor of generating the MU and FN session key ‫ܭܵ‬ ெିிே in (7). By computing this session key ‫ܭܵ‬ ெିிே a mutual authentication will be established between the MU and the FN. The ‫ݏݏܽܲ‬ ே is used by the FN in the verification process with the ‫ݏݏܽܲ‬ ே that sent by the HN in (4) . All the timestamps ܶ ெ , ܶ ிே , and ܶ ுே are used to stop reply attack. The HN's certificate ‫ݐݎ݁ܥ‬ ಹಿ is sent to the FN for verification and establishing trust using certificate authority (CA). Another MU's random number ‫"ݎ‬ ெ" is sent to FN to be used as a factor in generating the MU and FN session key ‫ܭܵ‬ ெିிே in (7).
The FN forwards the encrypted Passport, ݅݀ ிே , ‫ݎ‬ ெ , ܶ ெ and adds its certificate ‫ݐݎ݁ܥ‬ ಷಿ , timestamp ܶ ிே , random number encrypted by HN's public key ሺܲ‫ܭ‬ ுே ሺ‫ݎ‬ ிே ሻሻ to the HN in (3). The FN's certificate ‫ݐݎ݁ܥ‬ ಷಿ is sent to the HN for verification and establishing trust using the certificate authority (CA). The FN's random number ‫ݎ‬ ிே used to authenticate the HN and it is one of the factor of generating the MU and FN session key ܵ݇ ெିிே in (7).
After receiving the message from the FN, the HN ensures if the timestamps of MU ܶ ெ and FN ܶ ிே are valid. If one of them is not valid, the HN replies with un-fresh session and terminate the request. Otherwise, the HN checks the validity of FN certificate ‫ݐݎ݁ܥ‬ ಷಿ with the CA as a valid certificate as well as network provider. Then, the HN decrypts the Passport with its private key and then verifies the signature using the HN's public key. After the HN checks successfully the MU's Passport is genuine and valid, it get the shared key ሺ‫ܭ‬ ெିுே ) and its relevant information such as the date of expiry. Then, the HN generates the session key ሺSK ିୌ ሻ for authentication and encryption between the MU and the HN. This session key will be used to decrypt the second part of the message ሼ݅݀ ிே , ‫ݎ‬ ெ , ܶ ெ ሽ. The HN compares the FN's ID in this massage with the one in the certificate to ensure the FN has not been changed. After verifying the FN, the HN decrypts the FN's random number by its private key. The HN gets the FN's random number ‫ݎ‬ ிே , FN's ID from the certificate ݅݀ ிே , the indicator of the validity of FN ‫݈݀݅ܽݒ‬ ிே , the MU's random number ‫ݎ‬ ெ and its timestamp ሼ݅݀ ிே , ‫݈݀݅ܽݒ‬ ிே , ‫ݎ‬ ிே , ‫ݎ‬ ெ , ܶ ுே ሽ and encrypt them with the MU-FN session key ܵ݇ ெିுே . Also, as the HN authenticate the MU, the HN gets the MU's Passport ber ‫ݏݏܽܲ‬ ಿ , the indicator of the validity of MU ‫݈݀݅ܽݒ‬ ெ , the MU's random number ‫ݎ‬ ெ , and the FN's random number ‫ݎ‬ ிே ‫ݏݏܽܲ(‬ ಿ , ‫݈݀݅ܽݒ‬ ெ , ‫ݎ‬ ெ , ‫ݎ‬ ிே ሻ. The HN then compute their digital signatures using its private key, then encrypt them using the FN's public key. Then, the HN put the FN authentication part and the MU authentication part in one massage and sends it to the FN.
Once the FN received the message from the HN, it decrypts its part using its private key and verifies it using the HN's public key. If the FN received the validity of the Passport and checks its random number, the Visa will be generated ‫ܽݏܸ݅‬ ಾೆ ಷಿ with the shared master key ‫ܭ‬ ெିிே. The FN encrypts the master key ‫ܭ‬ ெିிே using the session key in (7) and sends it back to the MU with the Visa. Furthermore, the FN sends a new random number ‫"ݎ‬ ிே" for generating the session key. The Visa is defined as:
After the MU receives the authorisation message from the HN through FN, the MU generate the session key in (6) and decrypt the message. The HN's timestamps ܶ ுே , random number ‫ݎ‬ ெ , foreign network ID ݅݀ ிே correctness will be checked. If they were incorrect, the Visa will be rejected, and if they were verified the Visa will be kept for future service request. The MU compute the MU-FN session key ܵ݇ ெିிே to deycrpt the shared master key ‫ܭ‬ ெିிே . The Visa is encrypted with the FN's public key (PK ూొ (X) denotes the FN's public key encryption), which means that only the FN can decrypt it. The t ‫ݏݏܽܲ‬ ಿ is the Passport number of the MU. The Visa number ‫ܽݏܸ݅‬ ே is the unique identity of the Visa and the expiry is the Visa expiry date. The data field includes all detailed Visa information such as Visa type, number of access, duration of access, issuer place, issuer ID, issuer name, issued time, service type, service name, times of access. The signature of the FN ܵ݅݃ ಷಿ in the Visa is used to stop a forged Visa. Before the Visa is sent, the FN stores the Visa information for future verifications. The following is an example:
The ‫ݕݎ݅ݔ݁‬ is the Visa expiry date. The field valid is set to FALSE once a Visa is revoked, otherwise it is set to TRUE.
Mobile Service Provision
This protocol illustrates how a MU can be granted network services from a FN in secure manner. When the MU obtains a valid Visa, the MU can provide it to the FN for network service provision. The protocol is demonstrated as follows:
ܵ‫"ܭ‬Ԣ ಾೆషಷಿ ൌ ݄ሺܵ‫ܭ‬ԢԢ ಾೆషಷಿ , ܵ‫ܭ‬Ԣ ಾೆషಷಿ , ‫ݎ‬ ிே" ሻ ሺ14ሻ
The protocol starts once the MU requests to validate the Visa to get access to the FN service. MU sends the Visa and encrypted its random number and Visa number with the first session key ܵ‫ܭ‬Ԣ ಾೆషಷಿ . The first session key (demonstrated in (12) ) is generated by using the hash function of three factors: last session key ‫ܭ‬ ಾೆషಷಿ , Passport and Visa number(received with Visa). After the FN receives the service request, it decrypts the Visa with its private key and checks its validity with the FN's public key. Then, it compares this signature to the one received. If they are identical, the Visa is considered as valid. Then, it gets the number of the Visa ‫ܽݏܸ݅‬ ே and searches its database to see if the Visa is used for the first time. The ‫ܽݏܸ݅‬ ே is to prove to the FN the knowledge of the Visa contents. However, the FN have to computes the ܵ‫ܭ‬Ԣ ಾೆషಷಿ to verify ‫ܽݏܸ݅‬ ே and to get the new random number ‫ݎ‬ ெ" . The new random number will be used to generate the second session key ‫"ܭܵ‬ ಾೆషಷಿ illustrated in (13) .The second session key will be used by the FN to encrypt its random number ‫ݎ‬ ிே" and the Passport number ‫ݏݏܽܲ‬ ಿ . Finally, the third session key will be generated ܵ‫"ܭ‬Ԣ ಾೆషಷಿ using the new FN random number ‫ݎ‬ ிே" , the first and second session keys. By having the third session key in hand both parties know that mutual authentication has been realized and the service can be started.
Passport and Visa Revocation
This protocol will be used to stop stolen Passport or Visa. If a Passport or Visa is considered to be revoked (e.g., the mobile user's shared keys ‫ܭ‬ ಾೆషಹಿ or ‫ܭ‬ ಾೆషಷಿ expires or the MU notices the FN to revoke a Visa or the HN to revoke a Passport).
The Passport revocation can be illustrated as:
The protocol starts when the HN sends the RevOke message (which has been encrypted with the FN's public key and signed by the HN's private key) to the corresponding FN. The FN decrypts the message with its private key and verifies the signature with the HN's public key. The FN checks if the Passport number ‫ݏݏܽܲ‬ ே is already stored. If not, it means that there is no Visa issued with this Passport number. If it was stored, it stores the revoked Passport information and updates the status of the Visa as RevOke.
The Visa revocation can be illustrated as:
When FN receives a RevOke message from MU, the FN decrypts the message with the last session key ‫ܭܵ‬ ெିிே then verifies that by decrypting the other part of the message with the first session key ܵ‫ܭ‬Ԣ ெିிே (illustrated in (12)).The FN updates the status of the Visa as RevOke. Once a MU requests network services, the FN checks if the Visa was revoked. If it is revoked the service request will be rejected.
SYSTEM SECURITY ANALYSIS
Logical proof by BAN Authentication logic
The objective of our Passport-Visa mechanism is to provide authentication services for all parties engaged in the communication. Authentication protocols rely on network communication [8] and any failed communication will allow an opponent to pretend to be an lawful node in running the protocol. Authentication logics are tools that can be employed to assess the trust relationships in authentication protocols. The BAN logic will be utilized [9] to examine and verify the security of the Passport and Visa protocols. The assumptions of initial beliefs of the engaging parties are illustrated below in order to examine our protocol logic: In the demonstrated believes, the three engaging parties believe the freshness of r . Both the FN and the MU believe the freshness of r and r " . Together the MU and the FN believe the freshness of the secret key MU ሱۛۛሮ FN and trust it is generated by the HN. Also, each party trusts its own shared key.
The idealized form of the Visa acquisition and service provision protocols is below: In the following we will summarize the previous formal analysis with natural language as follows. Since the Passport is encrypted by the HN and signed by the HN, only the HN can decrypted through its private key and verify it using its public key. After that, the HN can get the MU's shared key and compute the session key by hashing with the ID of both the MU and the FN. This session key will decrypt the random number ‫ݎ‬ ெ . As the Visa is encrypted by the FN's public key, only FN can decrypt it. Once MU receives the shared key K ି from the FN, both the MU and the FN believe that K ି is a shared secret key between them. They trust each other and use this key to generate their session keys. When the FN receives this Visa, it can get the shared key K ି stored in the Visa and use the random numbers, Passport and Visa numbers to computes the first, second and third session keys. Both the MU and the FN contribute a random number and generate alone the new session key (SK) for the use in the current session.
Security Analysis
As a limitation of the BAN logic that it cannot deal with all security flaws [10] , we are to consider some of the potential attacks in order to analyse security of the proposed protocol. 1) Forge Passport-Visa: a valid signature cannot be generated by external attackers in the name of the HN or FN. So it is impossible for them to fabricate or fake Passport or Visa. As the MU's Visa can only be verified by the FN, therefore only the FN can know the secret shared key ‫ܭ‬ ಾೆషಷಿ of the MU and retrieve the random numbers.Without the shared key and the random numbers the attacker cannot generate the session key ‫ܭܵ‬ ಾೆషಷಿ .
2) Mutual authentication: In the mobile service provision phase, the MU sends a message that consist of two part: Visa, and the encrypted new random number ‫ݎ‬ ெ" . The FN decrepts the Visa with it is public key and get the shared key. Also as the FN signed the Visa, so it can check the validation of the Visa. The FN use the previous session key with ‫ݏݏܽܲ‬ ಿ , ‫ܽݏܸ݅‬ ே to generate the first session key which will be used to decrept the second part of the message and get the new random number. The shared master key with the first session key and ‫ݎ‬ ெ" will be used to generate the second session key. By decrypting the FN message, the MU can get the FN's random number. Now, both parties are able to generate the third session key and mutual authenticate each other.
3) Replay and man-in-the-middle attacks: An attacker may sniff a valid Visa, however the K షూొ , Pass ొ , and Visa ୭ cannot be got as they are encrypted in the Visa. The only party that can get the ‫ܭ‬ ಾೆషಷಿ , Pass ొ , and Visa ୭ from the Visa is the FN.
4) Key freshness: only the MU and the FN know the shared key ‫ܭ‬ ಾೆషಷಿ . In addition, it not used in any communication. In every service provision the new session key is generated, but it is valid just in that current session. This key is established by contributing the random numbers of both the MU and the FN. So the key freshness is guaranteed.
RELATED WORK
There are number related works in the area of ubiquitous mobile access authentication. Their strengths and limitations will be discussed.
There are a number of proposals that based on the ticket model [8, [11] [12] [13] [14] [15] [16] [17] . One of them is Kerberos [18] [19] [20] [21] [22] the famous ticket model which used for network authentication and control access to network services. In Kerberos, tickets have a limited life time which means it should be used for the current session only. This will involve more loads in the ticket server. Also, the key distribution centre (KDC) in Kerberos maintains all the shared keys for every registered party. In our proposal, the Visa can be used multiple times to access FN unless the Visa is expired or met the specific access number. The security of the Visa can be maintained by generating new fresh session key for every session using the random numbers. Also, both HN and FN do not require to store the shared key of MUs as the can be obtained from the Passport and the Visa.
In this inspiring paper [8] Lei, Quintero and Pierre presented an reusable tickets for accessing mobile services. In their proposal a lightweight computational symmetric keys are used on the mobile device side to support the limited capabilities of MD. The major difference between this work and our proposal is that, in their protocol FN does not have a control over granting the authorisation token, as the tickets are approved by the ticket server. Therefore, their approach will not work in case there is no service level agreement with the potential FN. For example, a MU wants to access network services from new FN that not yet establish service agreement with ticket server or the FN is not large enough to be approved by the ticket server. In the Passport-Visa approach the FN has a full control wither to grant an authorisation access (Visa) to this individual MU or not. This approach give more freedom for MU in choosing the service provider based on direct negotiation of the services, identification (Passport), and authorisation (Visa). In this paper the FN is an independent party and it does not require service level agreement with MU's HN to provide the network services.
Butty´an and Hubaux [23] have proposed a model based on the introduction of customer care agencies (CCA) and a ticket based mechanism for all kinds of mobile services. The goal of their model is to enable MUs to choose their service providers in a more flexible way, handle payments on behalf of the user, and take care of protecting the user's privacy by the assistance of customer care agency. The problem with this model is similar to the previous work where the CCA act as a broker where every service provider should establish a service agreement to be accessible to MUs. This solution does not support the open market environment as MUs depend on CCA to access network providers, and there is no direct negotiation between MUs and FN providers. Another issue that the CCA require the MU to generate session key using Diffie-Hellman scheme. It is difficult to be computed by a limited resources device.
Akyildiz and Mohanty [24] have proposed an Architecture for ubiquitous Mobile Communications (AMC). Their aim is to provide ubiquitous high-data rate services to MUs by integrating heterogeneous wireless systems. AMC eliminates the need for direct roaming agreements among network providers by using a third party network interoperating agent (NIA). The NIA acts as a broker, and it requires network providers to have pre-established roaming agreements. This solution does not support the open market environment as MUs depend on NIA to access network providers, and there is no direct negotiation between MUs and FN providers.
Droma and Ganchev [25] [26] [27] have proposed a Consumer-centric Business Model (CBM) for wireless services. They argue that their model is a better alternative to the subscriber based model (SBM). In the CBM model, entities should have business agreement only with the third-party authentication, authorization, and accounting (3P-AAA) service provisions. The 3P-AAA-SPs are independent entities and not wireless access network providers (ANPs). This research has some common aims with this project research such as ubiquitous wireless access and more open marketplace. However, the 3P-AAA-SP works as a broker and it requires network providers to have pre-established service agreement.
Shi et al. [28] have introduced Service Agent (SA) to the WLAN/cellular integrated network architecture to improve service flexibility and deal with the roaming agreement issue when the number of WLAN operators is large. The SA provides cellular network and WLAN with one-for-all roaming agreement so that one-to-one roaming agreements are no longer needed. In their proposed service model, the MU does not have to be a customer of any physical network operator. The SA can provide cellular/WLAN integrated service itself. This approach has the same limitation of the broker model as well as it is dependent on Wi-Fi and cellular network technologies only.
Matsunaga et al. [29] have proposed a single sign-on (SSO) authentication architecture that confederates WLAN service providers through trusted IdPs. They argue that the dynamic selection of authentication method and IdP will play a key role in confederating public wireless LAN service providers under different trust levels and with alternative authentication schemes. In their implementation they used two different industry standard single sign-on authentication schemes in public wireless LANs: RADIUS and Liberty Architecture. A client-side policy engine enables the user to select which of the alternate single sign on authentication schemes to use. The first limitation in this approach is the dependence in roaming agreement between network providers and IdPs, which may limit the MU roaming freedom. The second limitation is the dependency on a single wireless technology. Lastly, it is limited to web-based authentication using cookies [30] .
Sastry et al. [31, 32] proposed to keep the Wi-Fi HN as the actual network provider even in the visiting network by creating a tunnel between FNs and HN to answer all the MU service requests directly by the HN. Their aim is to provide a roaming across wireless LAN that eliminates the security concerns of a FN. However, the MU is restricted to roam across limited FNs that have roaming agreements with its HN, which limits the freedom of selecting the most appropriate network. This approach also is not efficient as it forward the MU traffic to the far away HN which involve high latency and increase the network traffic.
Bahl et al. [33] have proposed the CHOICE network architecture and its underlying protocol PANS (Protocol for Authorization and Negotiation of Services). Their goal is to globally authenticate users and securely connects them to the Internet via a high-speed wireless LAN. In their work they use Microsoft Passport as their global authenticator. To gain access to the network, the user should authenticate himself/herself with the global authenticator obtaining a key from the PANS authorizer. However, this approach is wireless technology dependent. Also, the global authenticator act as a broker which requires all WLAN providers to have a pre-established service agreement. Furthermore, using a simple username and a password as in Microsoft Passport is a weak authentication.
Chakravorty et al. [34] proposed a mobile bazaar (MoB) , an open market architecture for collaborative wide-area wireless services by using reputation management and third party accounting and billing. Their approach is based on short-term transient access network resource reselling by the network's subscribers to other users using an ad hoc network type solution. Their aim is to provide the MU with network access and freedom to choose a better connection (high bandwidth) in a FN domain by trading with FN users. An available idle terminal may act as an access node (i.e., effectively as an ad hoc wireless router) to provide access, directly or via a multihop link, to wireless communications resources such as a 3G cellular network, and receive payment for this service. The limitation of this approach is the dependency on FN's users availability in trading and accessing the network.
Fu et al. [35] have proposed in fly partnership negotiations to achieve spontaneous and dynamic roaming agreements using policy based negotiations for heterogeneous network providers. Their approach aims to elimi-nate manually set up pre-established formal roaming agreements, which is a costly and time-consuming process. They argue for the need to establish on the fly roaming agreement to optimize the network providers' cooperation. However, this approach is based on the centralized model, which depends on the HN for accessing FNs. And there is no direct negotiation with the MU.
Shin et al. [30, 36] argue that centralized authentication approaches are inefficient as the HN participates in each authentication process, causing high latency. They have proposed a chained method of distributed authentication for internetwork. The role of HN authentication has been limited to the first visited network, where the rest relies on the previous visited network for authentication. This approach relies on the collaboration between adjacent networks and the level of trust and requires service agreement between them. Also, there is no direct negotiation between a MU and FNs.
Tuladhar et al. [3] have proposed proof tokens authentication architecture and protocol. It is similar to the previous approach (Chained Authentication), as it reduces the need for HN authentication by making use of the previous trusted visited network to authenticate the MU. In their approach, they tried to solve two problems. The first problem is the limited roaming agreement of HN with FNs, and they propose to allow MUs to access the partners of previously visited networks by that MU. The second problem is authentication delay, which they identified as a major cause for high latency, and propose the collaboration between adjacent networks. However, this approach still relies on roaming agreement for authentication, and does not support a direct negotiation with the MU.
CONCLUSION
This paper argued for the need of a flexible way to authenticate mobile users in ubiquitous wireless access environment. We proposed a roaming agreement-less approach as a practical solution to provide MU with a flexible way to authenticate themselves outside the HN partners' domain with direct negotiation with FN provider. The FNs have full control over the authorisation process. The aim of this paper is to enable MU to access more wireless FN providers without relying on HN's roaming agreements. The security analysis indicates that our Passport and Visa proposals provide a secure authentication mechanism for ubiquitous wireless access environment. Our proposed technique will provide MU with more network services from FN domains in a secure manner.
As further work, we are currently working to enhance the Passport and Visa protocols security and usability. A very promising technique we are going to analyse to be adapted in our approach is the limited-used key theory [37] [38] [39] . The main idea behind this theory is one-time used symmetric cryptographic keys that improve the security of the cryptographic system significantly. The dynamic keys system encrypt every message with a different key, therefore even if the attacker finds out the key for one packet it still cannot read the whole message as the attacker needs to find out the other packets keys.
